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INTRODUCTION

CONFIDENTIALITY  INTEGRITY AVAILABILITY  

AKKA considers security as a high priority. The IT Business solutions have been built from 
the outset using the core principles of information security, also known as the CIA triad:

AKKA is committed to continuous achievement  
and maintenance of these principles and preserving 
the trust and confidence of our customers. 

Integral to this is providing a robust security  
and privacy program that carefully considers  
data protection matters across our suite of services, 
including data submitted by customers to our 
services (customer data).

To support these principles, AKKA was deliberately 
crafted as a highly distributed global company that 
allows for significant resilience against threats and 
disasters. 

AKKA has a number of processes in place to ensure 
that any invocation of the disaster recovery plan 
leads to a quick and efficient restoration of services 
in the event of a major disaster.

Onsite and offsite backups, resilience and 
redundancy infrastructure, availability of secondary 
data centers, and the use of geographically 
distributed infrastructure and support staff enable 
disaster recovery plans to be executed quickly  
and efficiently in the event of a major disaster.

Prevent the disclosure of information to 
unauthorized individuals or systems.

Maintain and assure the accuracy and 
consistency of data over its entire lifecycle.

Ensure the information is available  
when and where it is needed.
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DATA CENTERS

All Data Centers (DC) are located inside the European Union (Stuttgart and Toulouse). These locations were specifically chosen for the low 
levels of risk following a comprehensive risk assessment including: natural disasters or industrial risks.

■  Prior to opening, all facilities were subject  
to a physical security risk assessment. 

■  The Data Centers are subject to continuous 
reviewing by internal and external auditors 

All facilities are protected by appropriate  
security systems to monitor and control the  
following functions:

■ Access control

■ Intrusion detection

■ Video protection (CCTV)

These facilities have physical barriers that reduce  
the risk of unauthorized access and are  

supervised by a 24/7 external monitoring center  
with professional accreditation  

(APSAD for France and VDS 3138 for Germany)
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■  Access to these facilities is subject to appropriate management
approval and all employees must clearly display their staff badges.

■  All visitors must be registered at the reception desk an present
an authorised form of identification.

■  Visitors are issued with a visitor’s pass which must be worn and clearly
displayed at all times.

■ Visitors must be accompanied at all times whilst on AKKA premises.

■  Retention period for the storage of access logs and video recordings
is in accordance with European regulations (GDPR).

AKKA Data Centers are protected from environmental threats such as:

■ Fire (detection systems and automatic extinguishing by inert gas)

■ Flood (detection probes)

■ Power supply interruption (ups and generators)

■ Elevation of temperature (redundant air conditioning systems)

■ Static electricity

All our European Data Centers are within the AKKA ISO 
27001 certification scope.

DATA CENTER ACCESS
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REDUNDANT INFRASTRUCTURE

AKKA’s infrastructure utilizes a 
redundant “active/ passive” design to 
enable operational failover. A failure 
of any single component should not 

lead to a disruption in the service or a 
loss of data. In the event of a primary 

failure, the redundant architecture  
will allow for full failover to the 

secondary system(s).

SECURITY INFRASTRUCTURE 

Each facility is protected by 
a “defense-in-depth” security 

architecture consisting of firewalls, 
anti-virus/anti-malware protection, 

and monitoring capabilities.

NETWORK INFRASTRUCTURE 

The internal network infrastructure 
is securely segmented using firewalls 
and virtual networks (VLANS), which 

limit access and communication 
between systems. Access to the 

network is monitored and enforced 
using Network Access Control (NAC) 

solutions and is limited to AKKA 
managed devices, fully compliant  

with its high security standards. 

SERVER INFRASTRUCTURE

All servers are running on MS Windows 
and Linux Operating Systems and 

are subject to regular patching and 
maintenance routines. To ensure the 

highest levels of security are met, these 
hosts are periodically scanned against 
new vulnerabilities and security threats 

using market leading vulnerability 
scanning solutions. 

ARCHITECTURE
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USER IDENTIFICATION

A unique user account for each AKKA staff employee is created in the corporate 
user repository ensuring that all user activities can be attributed to the responsible 
person. 

USER ACCESS TO AKKA IT SERVICES

All employees are required to sign a Non-Disclosure Agreement (NDA) prior to 
being permitted access to AKKA’s information systems and services. Users are 
permitted access based on the information security principle of “least privilege”. 
By default access is set to no access for newly created user accounts. Additional 
rights are approved based on the user’s role within the organization or project.  

User access is temporarily revoked in the event of a number of unsuccessful log-in 
attempts within a dedicated time period. 

When the employment of a staff member is terminated their user access to all 
Information Systems is immediately disabled. For staff members changing roles, 
user access is reviewed and rights are changed to ensure the least privilege 
principle is maintained. The user access rights are reviewed on a regular basis to 
ensure the continued integrity of the system.  

 PASSWORD POLICY

Passwords are considered as an important aspect of 
information security and the front line of protection for user 
accounts. To ensure the protection of the digital identity, AKKA 
has implemented a strict password policy:

 ■ Each password must meet the company password complexity requirements:

 ▫ Minimum length of 10 characters

 ▫ Contains both upper and lower-case characters

 ▫ Contains both digits and special characters

 ■ Password must be changed every 90 days. 

 ■ Passwords must be changed immediately upon issuance for the first use

 A dedicated password policy has been deployed for IT administrators. 

SECURITY CONTROLS

USER ACCESS, CONTROLS, AND POLICIES
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SYSTEM ADMINISTRATORS

Via dedicated accounts, IT administrators are given 
greater governance and control over the different 
Information Systems, enabling them to implement 
changes and organize models across the business.  

Remote access rights are granted to IT administrators 
allowing them to connect, in the case of any major 

event, to the AKKA Information Systems which is only 
possible through a secure, encrypted and monitored 

Virtual Private Network (VPN) connection.

To ensure the confidentiality of the information  
they access to, IT administrators must sign a 
dedicated Non-Disclosure Agreement (NDA)  

for IT administrators. 

SECURITY TRAINING

System Administrators, Network Administrators 
and persons in charge of specific applications are 
periodically trained in best practices and secure 

configurations procedures. 

 

Employees working on customer projects  
must successfully complete a security  

training course to ensure customer  
security requirements are met.

SECURITY LOGGING

All systems produce manufacturer-specific 
traceability logs which are regularly reviewed  

to detect any unusual activities. 

SECURITY CONTROLS

USER ACCESS, CONTROLS, AND POLICIES
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Manufacturer-specific logging capabilities are provided with systems used in the provision 
of the services which include e.g. firewalls, operating systems and user authentication 
facilities and sent to a centralized log collection.  

THE AUDITABLE EVENTS INCLUDE:

■ Access to the secure server rooms 

■ Successful and unsuccessful login attempts 

■ All major changes to the Information Systems 

■ IT Administrator access from remote locations

■ Critical and high severe IPS warnings 

THE CONTENTS OF THE AUDIT RECORDS CONTAIN:

■ Date, time, and time zone of the event.

■ Identity of the system and the component.

■  Type of event and operation performed  
(viewed, edited, etc.).

■ Success or failure.

■ User ID.

■ Client IP address.*

 
 

LOG RETENTION

Auditable events created by the manufacturer-
specific logging capabilities will generally  

be stored for at least 60 days.

SECURITY CONTROLS

AUDIT LOGS

*Not available if NAT (Network Address Translation) or PAT (Port Address Translation) is used.

Under no circumstances 
are passwords logged
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BACKUP/RECOVERY 
All onsite data is held on redundant disk-encrypted 
using industry-standard AES-256 technology.

Automated backup of the systems is centralized in 
AKKA Data centers (except when explicitly denied).

Proper functioning of the backup infrastructure is 
controlled using the following actions:

■  Continuous monitoring including logic and 
automatic control of the backup disks

■ Restore tests performed on a regular basis 

■  Data stored on filers or physical servers are stored 
on dedicated disks on Data Center storage arrays 
or on a dedicated server

RESTORE PROCESS
Restore requests are managed through  
the incident management process.  

DISASTER RECOVERY

For the applications held in the Akka group Data 
centers, IT has deployed a Disaster Recovery Plan.

Applications and data are duplicated between 
central Akka data centers and a data center 
supported by an external operator (France). 
The required hardware, software, and Internet 
connectivity are provided both by Akka and 
the provider.

The IT DRP aims to guarantee the following 
RTO/RPO:

a)  Recovery Time Objective (RTO) of 48 hours  
after declaration of a disaster.

b) Recovery Point Objective (RPO) of 24 hours.

SECURITY CONTROLS
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INCIDENT HANDLING
AKKA has implemented an Information Security 
Incident Management process in accordance with 
ISO27001 (Annex A.16 Information Security Incident 
Management).

INCIDENT RESPONSE TRAINING
AKKA periodically organizes security awareness 
trainings to facilitate the identification, recognition 
and the reporting of security incidents. 

INCIDENT RESPONSE TESTING

A complete penetration test is organized on 
an annual base to discover and report on any 
vulnerabilities identified. These “capture the flag” 
tests are done by internal security experts and/or 
independent 3rd parties. 

INCIDENT REPORTING

Any incident will be investigated by the security 
department and if the incident requires escalation, 
an incident report is generated.

CUSTOMER DATA 

Customer data protection is driven by the level of 
security requested by the customer.
Akka creates project data storage spaces according 
to the project lifecycle: Specific project space at 
the project initialization, usage by the team trough 
restricted accesses, closure at the end of the project 
(archiving, destruction or restitution to the customer).

Throughout the project, data protection is adapted 
to meet the customers required security level. 
Example: encrypted server for file server, dedicated 
VLAN, Specific Share Point storage, customer 
dedicated area, etc…

CHANGE MANAGEMENT 
All configuration changes are documented in  
a Change Advisory Board (CAB) process and tool.  
Its scope covers infrastructure, network and evolution 
of applications. The actions are submitted to the 
Steering Committee for decision on a weekly basis. 

EVENT MANAGEMENT




